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GenAl needs to be built on a solid data foundation
and should work together with traditional Al
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Overview Steps towards Autonomous Operations

Generative Al (GenAl) is a transformative force Embarking on the path to Autonomous While achieving this zero-wait, zero-touch,
in the telco industry, and CSPs should take full Operations, a cutting-edge network that and zero-trouble network is the goal for
advantage of it on their journey towards seamlessly senses, orchestrates resources, many CSP’s, most of them are still far from
Autonomous Operations. It not only speeds up and ensures optimal performance, can pose reaching Level 5 on the TM Forum'’s
knowledge discovery and content generation challenges. framework for full Autonomous Operations.

but can also be applied to a wide range of
tasks, such as service assurance, network slice

) _ ) Figure 1: TM Forum'’s Autonomous Networks framework
design, and security operations.

However, to fully leverage GenAl and achieve
the goal of Level 4 and Level 5 autonomous
operations (please see diagram 1),
communications service providers (CSPs) will
need a solid foundation of curated telco data
and traditional, predictive Al capabilities.

CSPs generate a vast amount of
heterogeneous data daily, but gathering and
preparing it is a time-consuming and
challenging task. Traditional Al, which includes
classical supervised, unsupervised machine
learning, and reinforcement learning, has
proven effective in handling structured
telemetry data like time-series and tabular
data. It's been successful in use cases such as
anomaly detection, delivering highly accurate
outcomes. In contrast, GenAl excels in
extracting knowledge from a wide range of
unstructured data.

2 The essential Telco Trio - Quality data, Traditional Al, and Generative Al



Overview

Telco data
challenge

Telco data challenge — miss

Nokia AVA

Data Suite Traditional Al

e

the solid data foundation

Extracting and managing network data is still a
significant headache for CSPs. TM Forum'’s
latest Al Research* states that one of the
biggest challenges to deploying Al at scale is
access to clean, quality, and usable data. The
lack of quality data can also lead to distrustin
the outcomes derived from it, resulting in
“garbage in, garbage out” scenario during Al
use case development. For GenAl use cases it's
crucial to infuse relevant telco data into the
foundational models and employ prompt
engineering and fine-tuning techniques to
make sure the responses are correct and don't
produce “hallucinations”.

Telco data challenge is particularly pronounced
when considering the chronic shortage of
skilled data scientists (* TM Forum’s Al
research states: only cybersecurity surpasses
Al in demand for skilled professionals). Without
easy and fast access to data, it will be tough
for any operator to deploy Al at scale and head
towards autonomous operations.

*Source: Building an Al strategy:
telcos put the foundations in place TM Forum

Here are some essential characteristics of
Al-ready data:

¢ Clean, prepared data - Ensure data
cleanliness, consistency, and usability across
network and customer experience datasets.
Techniques like enrichment, feature
engineering, normalization, handling missing
values, data labeling, and annotation
contribute to data readiness.

e Sufficient data volume - Al and machine
learning thrive on vast amounts of data for
model training. CSPs need diverse domain-
specific datasets to ensure unbiased and
accurate Al results.

e Real-time data - Business critical use cases
often demand real-time data.

e Common data model - A unified data model
is essential for integrating structured and
unstructured data from various vendors. It
streamlines data processing and facilitates
cross-domain insights.

e Data Governance - Implementing policies
for data quality, access control, privacy and
security
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Nokia’s framework
for Telco Al

Quality data, traditional

Al and GenAl Conclusion

Use cases

To achieve optimal results with the traditional Al and GenAl
journey, CSPs need an accurate telco data foundation.


https://inform.tmforum.org/research-and-analysis/reports/building-an-ai-strategy-telcos-put-the-foundations-in-place
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Nokia AVA Data Suite as an answer
to the telco data challenge

Figure 2: Nokia AVA Data Suite Source: GenAl generated synthetic data

Nokia AVA Data Suite
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AVA Data Suite’s decentralized, scalable, and Telco data enhanced with synthetic data Nokia’s Advanced Consulting Services tea m’s

efficient data mesh architecture, along with its

emphasis on data quality and governance, Because of GenAl, we are now also able to LLMOps expertise together with AVA Data Suite’s

generate much-needed synthetic test data

makes it an important component for the with ease and efficiency. If we want to mimic a data foundation giVGS CSP’S the Opportunity to

success of utilizing GenAl as well. Foundational

models are trained on general training data future event in the network, we can, based on also built their own LLM use cases.
and lack telco domain knowledge, their historical data, generate even more test data

responses can be inaccurate and produce to make the traditional Al’'s predictions on what

“hallucinations”. RAG (Retrieval-Augmented would happen ir’1 the network even more
Generation) is a useful technique within accurate. GenAl’s ability to generate synthetic
orompt engineering that searches through a data that closely mirrors real-world scenarios

specific database to find relevant content that allows us to create realistic “future events” in
can help answer with a more accurate answer. the network for testing purposes. This means
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Traditional Al applications
for meeting business goals

To fully benefit from GenAl, CSPs still need
traditional Al applications to meet their
business goals. Nokia’s AVA portfolio provides a
range of cloud-native off-the-self Al
applications for CSPs’ most crucial business
challenges. For instance, our Al-driven

prescriptions solution uses machine learning to

provide prioritized recommendations to
enhance the user experience for CSPs’ fixed
and mobile subscribers or to minimize power
consumption of the network.

Leveraging AVA Data Suite’s standardized data
models also in our applications, we employ a
consistent approach throughout. This involves
initially gathering the requisite data tailored to
the specific use case, followed by conducting
unsupervised anomaly detection and root
cause analysis. Subsequently, we provide
tailored prescriptions to achieve each use
case’s defined objectives in real-time,
facilitating the move towards autonomous
operations.

Example use cases our Al solutions enable:

e Churn reduction Strategically minimize
churn rates and identify revenue
enhancement opportunities by accurately
predicting churn instances based on
historical data. This proactive approach
empowers CSPs to intervene before churn
occurs, ensuring sustained customer
retention and maximizing Customer Lifetime
Value (CLV).

¢ Quality of Experience (QoE) improvements
(Voice/Video/Gaming/Streaming): Elevate the
QokE for end users across various
applications and services. By analyzing app
events and metrics, our solution identifies
areas for improvement, prescribing the next
best actions to enhance QoE and rectify
network issues promptly.

e Expenditure reduction (preventing network
issues or customer care tickets): Employ
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Al-based analysis to detect recurring
patterns and facilitate early intervention on
network issues. CSPs can proactively mitigate
potential disruptions through incident
grouping and root cause identification based
on spatial and temporal proximity, thereby
reducing operational costs.

Energy savings Through intelligent
algorithms embedded in our data products,
we minimize power consumption in the RAN,
including active elements and passive
equipment such as air conditioning units.
Rigorous mechanisms continuously monitor
network performance and ensure no
negative impacts on customer experience.
Our software saves energy based on factors
such as time, location, configuration, and
usage, enabling CSPs’ to reduce their carbon
footprint by up to 30%.
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Quality data, traditional Al and GenAl

Power trio for exceptional results

In our AVA portfolio, we are committed to
combining quality telco data, exceptional Al
apps, and GenAl—and we have already started
the journey.

Together with the telco data layer and our
traditional Al apps, we can enable GenAl-
powered assistants to provide data as a
self-service - truly democratizing and fastening
the access to insights. This means that even
without SQL skills, CSP’s employees could
communicate with databases simply by asking
for insights from the GenAl assistant with
natural language. This way, we can cater to
different CSP employees, from the VP of
Networks to a customer care assistant, by
enabling them to ask questions such as
“Provide me a dashboard of Quality of
Experience lower in Region x” or “What is the
predicted churn rate in Region x”.

Furthermore, we can enable GenAl-infused
“Autonomous Agents” that automatically
create network configuration instructions and
optimization directives (for anything from QoE
improvements to energy optimization) and
give solution recommendations in complex
operational scenarios, aiming even further
towards autonomous operations. This way, we
can enable CSP employees to ask GenAl

assistants even further questions such as “
What is recommended to increase the QokE in
Region x, and are there actions being done
already? “ or “What should we do to prevent
the predicted churn in Region x”.

Already in 2022, we partnered with a leading
CSP in Asia to develop a GenAl solution
designed to achieve significant gains in
network and service operations. This
partnership has delivered significant impacts
already, including an 80% reduction in
knowledge acquisition time, a 72% increase in
data analysis efficiency, and annual savings of
€6.5 Million in network operations. This
success has created a blueprint for large-scale
automation using GenAl, delving further into
high-impact areas like automatic generation of
network design configurations and
optimization recommendations.

Traditional Al still holds a ton of value in telco
use cases but GenAl can boost it forward and
make it more understandable and processes
even more autonomous. With our extensive
knowledge across all network domains, proven
Al leadership®, and Bell Labs innovation, Nokia
has a federated knowledge source based on
30+ years of experience. Leveraging this
domain and Al-modeling expertise, we are
connecting today’s Al capabilities with GenAl's
future potential.

The essential Telco Trio - Quality data, Traditional Al, and Generative Al

Quality data, traditional
Al and GenAl

Nokia’s framework

Use cases
for Telco Al

Read more about Nokia’s GenAl strategy here

Conclusion


https://www.nokia.com/blog/traditional-ai-and-generative-ai-synergy-drives-the-ai-powered-csp/
https://www.nokia.com/networks/bss-oss/ava-data-suite/
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D turns actions from react
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China Mobile enhances Network Autonomous Operations with GenA|

9 The essential Telco Trio - Quality data, Traditional Al, and Generative Al



Overview Telco data Nokia AVA Traditional Al Quality data, traditional Use cases Nokia’s framework
challenge Data Suite Al and GenAl for Telco Al

Nokia's framework for Telco Al - GenAl and traditional ML
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Nokia AVA solutions deliver exceptional results that address CSPs’ most crucial
business challenges. Through our readily available data products, we accelerate
the Al/ML litecycle, enabling CSPs to derive actionable insights swiftly, make
informed decisions effectively, and build their own Al use cases. Our off-the-shelf
Al applications, infused with GenAl, bring our customers closer to their business
objectives and the ultimate goal of fully autonomous networks. Partner with us
today to realize the full potential of Al in telecom!

Abbreviations:

Al=Artificial intelligence
CSP=Communications service provider
GenAl=Generative Al

LLM=Large language models

ML = Machine Learning

QoE = Quality of Experience

RAN = Radio access network

RAG = Retrieval Augement Generation
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Telco data Nokia AVA
Use cases

Traditional Al Conclusion

Overview challenge Data Suite Al and GenAl for Telco Al

"Generative Al is a branch of machine learning (ML) that creates
new content (e.g., text, images, and audio) from training data.
Generative Al models are based on generative adversarial networks
(GANs), variational autoencoders (VAEs), and transformers, with
the latter being used in large language models (LLMs). Examples
of LLMs that use transformers are Gemini, Bara, and LaMDA from
Google and GPT and DALL-E from Open Al.”

GenAl Whitepaper
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As a B2B technology innovation leader, we are pioneering networks that sense, think and act by leveraging
our work across mobile, fixed and cloud networks. In addition, we create value with intellectual property
and long-term research, led by the award-winning Nokia Bell Labs.

About Nokia
At Nokia, we create technology that helps the world act together.

Service providers, enterprises and partners worldwide trust Nokia to deliver secure, reliable and sustainable
networks today - and work with us to create the digital services and applications of the future.

Nokia is a registered trademark of Nokia Corporation. Other product and company names mentioned herein
may be trademarks or trade names of their respective owners.
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